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Contributions

1 A new CFL-reachability formulation of kCFA (call-site sensitive pointer
analysis) for Java, supporting on-the-fly callgraph construction.
= LpNL.NLpg

[ P3Ctx: the first precision-preserving selective context sensitivity technique
to accelerate kCFA.



A Brief Introduction to Pointer Analysis

O Programs (in C/C++/Java, ...) are full of pointers or references
 Answer the following two problems

memory memory
a
\ y /
/ $\
b

(1) What can a pointer point to? (2) Can a and b be aliases?
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Motivation

(1 kCFA has two formulations:



Andersen-style Inclusion-based formulation for ACFA

x=new T // O ctx € MethodCtx(M) x =y ctx € MethodCtx(M)
[I-NEW] [I- ASSIGN]
(O, [ctx|nk) € PTS(x, ctx) PTS(y, ctx) C PTS(x, ctz)
x=y.f ctz € MethodCtx(M) x.f =y ctzr € MethodCtx(M)
O, htx) € PTS(y, ctx O, htx) € PTS(x, ctx
( ) v, ctz) [I-LoAD] < ) ( ) [I-STORE]
PTS(O.£, htx) C PTS(x, ctx) PTS(y, ctx) C PTS(O.£, htx)

x =m(ay,...,a,) // ¢ ctx € MethodCtx(M) ctz’ = [c:: ctx]g

ctx’ € MethodCtx(m) PTS(ret™, ctz’) C PTS(x, ctx)
Vi € [1,n] : PTS(a;, ctx) C PTS(p}, ctz’)

[I-SCALL]

x =r.m(ai,...,a,) // ¢ ctr € MethodCtx(M) (O, htzx) € PTS(z, ctx)
t = DynType0f(O) m' =dispatch(c,t) ctz’ = [c::ctz]y
ctz’ € MethodCtx(m') PTS(ret™,ctz’) C PTS(x, ctx)
(O, htz) € PTS(this™ ,ctz’) Vi€ [1,n] : PTS(as, ctx) C PTS(pY, cta’)

[I-VCALL]

Widely adopted in frameworks like Soot/Spark, WALA, DOOP, QILIN, ...



Sridharan’ s CFL-reachability formulation for ACFA

LFC —_ LF ﬂLC

flowsto — new flows™ lizabl )
flows ——  assign | store|[f] alias load[f] realiza .e v ex!t enLry .
alias —> flowsto flowsto L. exit —— exit balanced | exit ¢ | €
flonete = THows Tew ¢ entry — entry balanced | entry ¢ | €
flows — assign | load[f] alias store][f] balanced —— balanced balanced | ¢ balanced ¢ | €
PAG construction rules
x=newT// O = = Yl
WO pNew] T poassioy] ——FT (p-roan)
0O —x X — X
f — = g ey Un
==Y [P-Srorg] x=men ) [/Cp goau)
yﬂ)x Vie[l,n]:a — p? ret® —sx
x =rm(ai,...,an) // ¢ m'is a target of this callsite P-VCALL]

assign : il /  assign . assign ’
r — this® ret® —— x Vi€ [l,n]:a; — p}
é

é ¢

Inverse edge Call dispatch



Motivation

J kCFA has two formulations:
= Andersen-style inclusion-based formulation
» Sridharan’s CFL-reachability formulation Lr N L,

J The two formulation are not equally precise.
= The 2" js less precise than the 1.



Some examples to show precision loss in Lg

Using a (Most Precise) Call Graph Constructed on the Fly or in Advance

1
2
3
4
5
6
7
8
9

class E {
void foo(G p) {
Object v = p.g;
3
class F extends E {
void foo(G q) { }

}
class G { Object g; } 17E x = w.g;
G

10 if (...) {

11 E el = new EQ; // E1
12 w.g = el;

13 } else {

14 F f1 = new F(Q); // F1
15 w.g = f1;

16 }

Spurious value flow in L, formulation

assign 3
g y thiSE.foo()

N thiSE:foo()i



Some examples to show precision loss in Lg

Using a (Most Precise) Call Graph Constructed on the Fly or in Advance

I class E { 100 (. 4 Spurious value flow in L, formulation

2 void foo(G p) { 11 E el = new EQ; // El1

3 Object v = p.g; 12 w.g = el;

g ];:?ass F extends E { 12 d ;Isfl {= new FQ; // F1 now store(g] new new load[g] assign . <E:f00()

; El > el > W > G1 > W > X > this™
6 wvoid foo(Gq) {} 15 w.g= f1; &
S - U

; }l 162 | new store[g] new new load|[g] assign ¢ Bsfool) |
class G { Object g; } 17Ex =w.g; _________ '+ F1 > f1 >»w — G1 > W > X > this™ |

9Gw=mnew GO; // G118 x.foo(nul); // c ! . - |

____________________________________________________________________________________________________________

Jingbo Lu, Dongjie He, and Jingling Xue. Selective Context-Sensitivity for kCFA
with CFL-Reachability. 28th International Static Analysis Symposium (SAS'21).

____________________________________________________________________________________________________________
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Motivation

(JkCFA has two formulations:
= Andersen-style inclusion-based formulation
» Sridharan’s CFL-reachability formulation Lr N L,

J The two formulation are not equally precise.
= The 2" js less precise than the 1.

JWe aim to develop a precision-preserving selective
context sensitivity technique to accelerate kCFA.
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Lpcr: A New CFL-Reachability Formulation for kCFA

o]

= Lpcgr Supports built-in on-the-fly call graph construction

-, S ~a \ ]
‘ 19 =~
‘ CHZ " cH3
CH1 \ ey
N m 5 DPir: )
B > this™

Challenges

= CH1: how to pass r to this™'?

" CH2: how to establish a CFL-reachability path from a; to p; under C while associating
to r to trigger dynamic dispatch?

" CH3: How to pass a; to p; without changing context C?

12



Lpcr = Lp N Le N Ly (explained shortly)

We address these challenges by formulating Lpcg as Lp N L N Lg

flowsto — new[t] (flows | dispatch[t])*
, , realizable — exit entry
flows ——  assign | store[f] alias load[f] _ _ .
L. _ L. exit — exit balanced | exit ¢ | €
D- alias —  flowsto flowsto ¢ entry — entry balanced | entry é| €
flowsto — (dispatch[t] | flows)* new][t] balanced —— balanced balanced | & balanced ¢ | €
flows — assign | load[f] alias store[f]
recoveredCtx ——  recoveredCtx ¢ | recoveredCtx ¢ | recoveredCtx siteRecovered | €
L. siteRecovered — ctxRecovered
R-
ctxRecovered —— matched ctxRecovered | ctxRecovered matched | ¢ ctxRecovered ¢ | €
matched —— matched matched | ¢ matched ¢ | siteRecovered | €

13



New PAG Construction Rules for Lpr = Lp N LN Ly

x=newT// O M is an instance method M is an instance method
[C-NEW] : [C-PARAM] [C-RET]
new(T] . load 2] store[0]
0 this" —— p!f ret" —— this"
x=rm(ay,...,a, ¢ t <:DeclTypeOf(r) m' =dispatch(c,t
stE)re[i] )Io/ac/i[O] assign = ( )aSSI : (dlspazch[t] / [C_VCALL]
Vie[l,n]:aq, —r r——x B r#tc r 2 rdhe réc e this®
.
1 class A { 14 static void bar(A x, 0 o) {
2 void foo(D p) { 15 Dd=new DQ; // D1
3 Object v = p.f; 16 d.f = o;
4 } 17 x.foo(d); // c3
53} 18 }
6 class B extends A { 19 static void main() {
7 void foo(Dgq) {} 20 0 o1 =new 00); // 01
8 } 21 0 02 = new 0(); // 02
9 class Cextends A { 22 A a=new AQ; // Al
10 void foo(D r) {} 23 A b=new BQ; // Bl
11 } 24 bar(a, ol); // ci
12 class D { Object £; } 25 bar(b, 02); // c2
13 class 0 { } 26 }

new A] assigp, load[1] load[£]
P

new[0 S ghifoo0)
L 2 3 3isP
6’ aSS|gn p)
new|D] store[l] dlspatch[B] load[1]
assugn T AL
a%"‘q’ W

new O] -
new ags\%

—>q
S
Patcy, load
(o oad(1]
// thisgCifoo0 1 14



Address CH1 and CH2 with L, and L,

flowsto  —  new[t] (flows | dispatch[t])*  w 3ddress CH1 by requiring new[t] match dispatch|t]
flows ——  assign | store[f] alias load|f]
D* alias —» flowsto flowsto new[A] assign assign dispatch[A]
_ Vv~ Al >a > X > x#c3 ———— thisAf000
flowsto ——  (dispatch][t] | flows)* new([t]
flows — assign | load[f] alias store[f new[B] ~assign assign dispatch[A]
" ign | load]f] alias storelf] - 3 py b — x — x#c3 ————— thisA000

new[A ssigp load(1] " load[£]
v

new|[0] R\ S\’am thighfee0
e &A /\ assign /
new/(D] store[l] /—\ d|spatch Ioad[l]

———— this¥

assign
y’ W \_g/v sp C3
new[O al‘ch/q load([1]
this

new[B 355\%“ Cifoo) — ¢

15



Address CH1 and CH2 with L, and L,

flowsto  —  new[t] (flows | dispatch[t])*  w 3ddress CH1 by requiring new[t] match dispatch|t]
flows ——  assign | store[f] alias load|f]
D* alias —» flowsto flowsto new[A] assign assign dispatch[A]
_ Vv~ Al >a > X > x#c3 ———— thisAf000
flowsto ——  (dispatch][t] | flows)* new([t]
flows — assign | load[f] alias store[f new[B] = assign assign dispatch[A]
gn | load}] X B b x — x#c3 ————— thisA 000
new[0] new[A 3ssign (\S\)a“' thishifee0 load ] P loadlt] v
01— &A /_\ assign /
new/(D] store[l] d|spatch Ioad[l]

assign X#¢3 — > this®
—y \y 5
new[O

—q
% c3
Pate load[1]
new[B 355\%“ w‘ £hisCifo00 L, =z

» address CH2 by modeling parameter passing as stores and loads, and also enforce L,

new[0] assign store[f] new|D] new|D] store[1] assign new/[A]

01 »ol —— o s d » D1 sy d X >a sA1 ] LDC:LDnLC

cl cl

o N 02 cannot flow to v

c1 c3 16



Lpc is not precise

Imprecision of L, caused by an incorrect dispatch site

1 static void main() { 7}

2@_11__1_1__:_ new HO; // HL 8 class I {}
I il=new IO; // 11 9 class H {

D |1 19 new 10 /112 10~"void n(Objectp) ¢ ... }
A5 Hom(ilg /[ ca@ " 11  void n(Object q) { ... }
B> nn(i2); /7 12) O 7
I1 new|I] i1 store[l]) h new[H]> H1 new[H]> h assign, h#tcd dispatch[H] this™ load[1] p
cl
new|I] store[1] new[H] new|H] assign dispatch[H] load (1]

11 205 4 > h ——— H1 > h

____________________________________________________________________________________________________________________

\ Spurious

> h#c6 — > this® —— q




Lpc is not precise

Imprecision of L) caused by an incorrect dispatch context

1 sgg_tlg_«vié'lﬁ\mqm() { 9 class J {
2 /3731 = new JO; // J1 10 X id(K p) {
3! KiklzF new ()@// K1 11 return p;
4 Kik2= new KO;W// K2 .12 @ S
510K Vi = wid(j1ek1); // c6 13 static K wid(J i, K k)_{_]\
6\ K v =wid(1;,k2); // 7 14QK ve=3j id(k); // o8 1| 1Q
7 P A T 5 returnw- ‘-@ ----------- o
8 class K { } @ 16 }
K1 new[K]) ki assign) Kk store[l]) j assign> j1 new[J]) 11 new[J]) j1 assign) . assign s j#c8 dispatch[J] , thigid load([1]
c6 c6 cé c8
p store[0] thisid dispa'fch[.]]> j#CS assjgn> J assvign> j1 new[J]) 1 new[J]) 4 assjgn) X Ioacvj[O]) - assvign> -
c8 c6 c6 cé
i K1 new[K]) ki assign) Kk store[l]) i assign> j1 new[J]) 11 new[.]]> j1 assign) j assign) j#c8 dispatch[J] . thisid load[1]
: c6 c6 cr c8
i store[0] Sterel0], cpgta dispatch[J]) j#C8 assign) J assign) jl new[J]) 1 new[J]) .4 assign) ) |oad[0]) - assign) v2

c7 \ c7 c7
Spurious

18



Address CH3 by also enforcing Ly

recoveredCtx

___________________

| siteRecovered
Lp::

' ctxRecovered

matched

—  recoveredCtx ¢ | recoveredCtx ¢ | recoveredCtx siteRecovered | €

cthecoverec( !

atched |ctxRecovered | ctxRecovered matched | ¢ ctxRecovered ¢ | €

L

matched matched | ¢ matched ¢ | siteRecovered | €

/
/
A A : foo(p)
/
x.foo(d); _»this—P ~\
N,

Ensure come back to the same callsite under the same context.

19



Lpcr is precise

Eliminate imprecision of L, caused by an incorrect dispatch site

1 static void main() { 7}
2@_11__1_1__:_ new HO; // HL 8 class I {}
I il = // 11 9 class H {

L new IO; // I1 9 class H{ &
@'\\ I 12@= new I(Q); // A 10*""'\;6|d m(Object>p) L sim F

0%5‘:;-1;_?1_1?_(?1_1_)_.(— Llca@ " ‘11 void n(Object q) { ... }
| 6> 1.1.-.13.(.i?)_'_'_'_'_'ZZf_'_'C_'_S_'_'_'*_"" ______ 12}y O A
I1 new|I] store[l]) new[H]> H new[H], h assjgn, h#tcd dispatch[H] this™ load[1] p
_______________________ S . I S
511 new|I] i1 storAe[l]> h new[H]> 11 new[H]> h assign, h#tch dlspatch[] this® load (1] q

____________________________________________________________________________________________________________________

\Infeasible as [c4] does not match



Lpcr is precise

Eliminate imprecision of L, caused by an incorrect dispatch context

1 static void ma:
/3731 = new JO; // J1 10
' Kiklz= new KO@)// K1 11

'k21©; new KO ;\V//_ K2 123 D

9

3

41 K

................. >

5K vl = wid(jleXk1); // c6 13 static_K wid(J j, K k)_{_|
6

7

8

Y
main() { 9 class J {
K id(K p) {

return p;

VK V= wid(G1nk2) 5 /4 T 1AG) K vi=sj dd(k); // c8 | 1®
ProAan? 9 T T s A — d
class X { } © 16 }
i 1 i i i di h[J .4 load[1l
K1 new[K]) ki ass::n) Kk st ]) j ass,v:'sgn> j1 new[J]) J1 new[J]) j1 ass:n) j an) jt#cs |spa': [ ]) thisid oad[1]
c c8 c c c8 c
store[0] thisid dispatch[J]\ #c8 assign . assign 4 new[J]\ 1 new[J]\ ‘4 assign . Ioad[O]\ " assign -
g c8 #d ’ c6 ’ ’ c6 c6
: i 1 i i i di h[J .5 load[1 :
D e "o g "’55:"> K St k5 asif"> g1 e, gy newldl, Sy asi‘f“>j a"> j#c8 'Spafsc by ¢nygia 12dll,
1 c c8 c c c8 c :
' store[0] thisid dispatch[J]\ 48 assign . assign ‘4 new[.T]\ 1 new[J]\ .4 assign . Ioad[O]\ - assign v2 i
P PR R ’ ’ ér &7 !

\ Infeasible as [c8] c6 ¢7 8] does not belong to Ly

21



Lpcr

dA new CFL-reachability formulation for «CFA
with built-in callgraph construction

dDemonstrating that «CFA is a special kind of
context-sensitive language, i.e., the intersection
of multiple CFLs.

22



P3Ctx: An Lj-g-based technique for accelerating ACFA

Selective Context-Sensitivity
Only apply context-sensitivity to precision-critical variables/objects
Criterion of precision critical nodes
CS-C1: Lp(po,n,v) € Lp
CS-C2: Lo(pon) € Lo A Le(pnvw) € Lo
CS-C3: L (po,n) # € AN LE (Pnw) 7 €

Like Lgc, Lpcr is also undecidable. Need Regularization.

23



Regularize Lpcg

Regularize Ly to L}:

recoveredCtx —  recoveredCtx ¢ | recoveredCtx ¢ | recoveredCtx siteRecovered | €
L. siteRecovered — ctxRecovered
R .
ctxRecovered — matched ctxRecovered | ctxRecovered matched | ¢ ctxRecovered ¢ | €
matched —— matched matched | ¢ matched ¢ | siteRecovered | €
L7,: recoveredCtx — recoveredCtx ¢ | recoveredCtx ¢& | recoveredCtx [c] | recoveredCtx [l | €

LDﬂLCﬂLE=LDﬂLC=LDC 24



Regularize Lpcg

Regularize L, to L}:

flowsto —— new (flows | dispatch)*
flowsto — new[t] (flows | dispatch[t])* disregard field flows — assign | store flowsto flowsto load
) ) — flowsto —  (dispatch | flows)* new
L flows —  assign | store[f] alias load|f] sensitivity flows ——  assign | load flowsto flowsto store
D alias — flowsto flowsto
e . interpretl/dispatch as assign
flowsto —  (dispatch[t] | flows)* new([t] P P g
flows ——  assign | load[£] alias store[f] flowsto —> new flows®
flowsto — flows new
flows —  assign | store flowsto flowsto load
flows —  assign | load flowsto flowsto store
no longer|require load to match store
flowsto — new flows”
LB; flowsto —» flows new flowsto  — new f*|°W5
flows — assign | Rew new assign* store store and store flows ——  assign | store flowsto flowsto
flows ——  assign | flowsto flowsto store

25



Regularize Lpcg

We keep L. unchanged.

LDCR=LDﬂLCﬂLR$LBﬂLCﬂLT =LranC

L7, is equivalent to the following DFA (Deterministic Finite Automata):

‘
>~ _balanced _ - -

26



P3Ctx: An L-g-based technique for accelerating ACFA

* ot
>~ _balanced _ - -
/”7

_________________________________________________________

Verify selection criterion CS-C1, CS-C2, a’ndz€S'-E3 over-approximately

= Replace Ly with L},

= Use balanced edges to ensure CS-C2
= Assume every this variable are not null (some objects can flow to it).

= Replace CS-C1 and CS-C3 with the following condition: (n in method M)

27



P3Ctx: An Lp-r-based technique for accelerating ACFA

>~ balanced _--~ where n € R(s) means (this™, flows) »* (n, s)

for some M.
The DFA has two properties:

PROP-0. Let O be an object created in a method M. Then (this", flows)—* (0, 0) <=
(0,0)—7T (this", flows) always holds.

PROP-V. Let v be a variable defined in a method M. Then (this", flows)»—T (v,q) <=
(v,q) =7 (this", flows) always holds, where q € {flows, flows} (since v is a variable).

28



P3Ctx: An Lp-r-based technique for accelerating ACFA

We compute R using following rules over PAG = (N, E)

ni1 = this" € E
(&

[F-INIT]

this" € R(flows) flows € R~!(this")

0
—ny€FE c R '(m) 0(q1,0) =
ny — n2 0 (n1) 1 (91,4) = g [F-PROPA]
ng € R(QQ) g € R~ (’ng)
ny = this" € E this®" = ny € E flows € R~ (this")

= < [F-SuMm]

balanced

n ———ng €L

Theorem (Precision-preserving): kCFA produces exactly the same points-to
information when performed with selective context-sensitivity under P3Ctx.

29



Implementation

Season

P3Ctx is implemented on top of SelectX in about 500 LOC.

Artifact (including source): https://zenodo.org/records/11061892

30


https://zenodo.org/records/11061892

Evaluation: Settings

= Machine: Intel® Xeon® W-2245 3.90GHz, 512GB RAM
= (OS: Ubuntu 20.04.3 LTS (Focal Fossa)
= Baselines: SelectX (SAS’21), Zipper (OOPSLA’18), kCFA

o Zippj

= Benchmarks: 13 benchmarks from the latest DaCapo benchmark suite

= Java library: JRE1.8.0_31 i </ Wa dlndiia

31



Evaluation: Precision

5.0% 1 3 #Call Edges [ #Fail Casts [ #Alias Pairs [ Avg PTS M M 16.0% = #CallEdges [ #Fail Casts [ #Alias Pairs [ Avg PTS
0% 14.0% -
.0%
12.0% -
3.0% - 10.0% -
8.0%
2.0%
6.0% |
1.0% 4.0% 1
.0%
EH J:L :I_L ’_L L L . ﬂ EI_IZD —I:I ’V —|:|
0.0% : 0.0% ! ! ; ; ; ! !
vrora pat! k eclipseé  fop b2 i d \us arch pmd sul ﬂ oW 4 o : adebeql SdesoaPx: \ avrord patik  jipse  fop n2 \uinde"\useaf'-“ pmd sunflow tomca“‘. - debewg desoaPyalan

Precision loss of Selectx- gmded 2CFA Precision loss of Zipper-guided 2CFA

P3Ctx is precision preserving.

Precision Loss: P3Ctx < SelectX < Zipper
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Evaluation: Speedups

4.0

3.51

3.01

2.5

2.0 1

1.5

1.0+

0.5 1

0.0

We compute speedups by considering all analysis time including pre-analysis time.

50
X
«w [ P-1CFA [ S-1CFA [ Z-1CFA [ P-2CFA
o 451 x S m [ S-2CFA
o — o g o
o x i} 40 4 @ = = Z-2CFA
r x o @ x @ ©
o x o F o ~ el ~ 35 4
o i X N 3 o i o
o o N u 30 { o
X o
2 x| x 5] =
o [ > > IS 25 1
x x & x = = = o .
- : = o " 201 é
X x Ny i 15 2 X
X x oof
X g Ls]
| s <= |18 3 = 3 X S o X 3 10-
(=] I pos=l ) = in) - ) o ) x
;"‘ J S s S (=} B Bl || xxx xm X
—ﬁ 5 > e~ m,_ mNo
T T T T T T T - - - 0 - -
ora patik ec\'\Pse fop h2 " d \us earch pmd su““°wt°“‘°att.—a debeﬂgdesﬁpxa‘a“ avror@ pat K \p fo P h2 \ui d \us rch pmd sul f\ oW 4 omC radebe Q SdesoaPyalan

Speedups over 1CFA

Speedups over 2CFA

For 1CFA (most widely used): P3Ctx > Zipper >SelectX

For 2CFA: Zipper >SelectX >P3Ctx
No one can make 3CFA scalable
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Summary

= a new CFL-reachability formulation for kCFA with built-in callgraph construction.

= show that ACFA is a special kind of context-sensitive language

Contribution 2: P3Ctx

= the first precision-preserving acceleration technique for kCFA.
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Q&A

(JPlease refer to our paper for more technical details!
J Contact:

hedongjiel5@gmail.com
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